NHOOPMALINOHHAA MAMATKA
ANA OBYHAKOWMXCA ONA PASMELWEHWA
HA OPNLIMATIbBHBIX MHTEPHET-PECYPCAX

C KkaxablM rogoM MOSoAexXn B MHTEPHETE CTaHOBUTLCA Gonblue, a LWKONbHUKMA O4HU U3
caMbIX aKTMBHbIX nonb3oBartenen PyHeTa. Mexay TemM, MOMMMO OrpOMHOMO KONnM4ecTea
BO3MOXHOCTEWN, MHTEPHET HeceT M npobrnembl. OTa namsTka AOSMKHa nomoub Tebe
6e3onacHoO Haxo4MTbCA B CETU.

KOMI'IblOTeprIe BUPYCbI

KoMnbOTEpHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMNbIOTEPHbLIX NPOrpaMmm, OTANYUTENBHON
OCOBEHHOCTbIO KOTOPOW SBNAETCA CMOCOOHOCTb K pasMHOXeHuo. B gononHeHue K
3TOMY, BUPYCbl MOTYT MOBPEANTb UIIM MOSMHOCTLI YHUYTOXMUTL BCE (halsibl U JaHHbIE,
NOAKOHTPOSbHbIE MOMb30BaTENt0, OT MMEHU KOTOpOoro Obina 3anyweHa 3apaXeHHas
nporpaMmma, a Takke MoBpeAuTb UMW faxe YHUYTOXUTb ONepaumoOHHYH CUCTEMY CO
BCEMU dparnamm B Lernom. B BonblUMHCTBE CrlydaeB pacnpoCTpaHAaTCA BUPYCbl Yepea
NHTEpPHET.

MeToab! 3aWuUTbl OT BP€AOHOCHbLIX MPOrpaMmm:

1. Vicnonb3yn coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMEKLLME CEPbE3HbIN YPOBEHDb
3aWmTbl OT BP€AOHOCHbIX Nporpamm;

2. ocTosiHHO ycTaHaBnvBan nadyTu (UMpoBble 3annaTkyi, KOTOpble aBTOMaTU4eCKU
yCTaHaBnMBaKTCA C Lenblo AopaboTkM nporpaMmmbl) U Apyrme OOHOBMEHUA CBOEN
onepaumoHHon cuctembl. CkadmBanm UX TOSNbKO C oduumManbHOro canta paspabotyvka
OC. Ecnu cyLiecTByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYM ErO;

3. PaboTain Ha cBoeM KOMMbOTEPE MO NpaBamMu Norb3oBaTens, a He agMuHUCTpaTopa.
OTO He No3BONUT BONBLUMHCTBY BPEAOHOCHbBIX NPOrPaMM MHCTaNNMPOBATLCA HA TBOEM
nepcoHanbHOM KOMMbOTEPE;

4. cnonb3yh aHTUBUPYCHbIE NporpaMMHble NPOAYKTbl U3BECTHLIX NPOU3BOAUTENEN, C
aBTOMaTM4eCKMM oOHOBNeHnem 0as;

5. OrpaHunyb oM3nyYeckmii 4OCTYN K KOMNbIOTEPY AS1S1 NOCTOPOHHUX NnL;

6. Micnonb3ymn BHELLHME HOCUTENW MHOopMaLK, Takue Kak drieLlka, gUck unu gamn ma
WHTEpPHeTa, TONbKO U3 NMPOBEPEHHbLIX UCTOYHUKOB,

7. He oTkpblBan KOMMbIOTEPHbIE (Paunbl, NOMyYeHHble U3 HEeHaOdEeXHbIX WUCTOYHUKOB.
[axe Te dpannbl, KOTOpblE NpUcnan TBOM 3HAaKOMbIW. Jlyylle yTOYHW Yy Hero, oTnpasnan
nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BUA nepegaym AaHHbIX, HE TEXHOSOIMsS, a BCero nuwb bpens, mapka. ELle
B 1991 rogy HuagepnaHackaa komnaHusa 3apeructpuypoBana ©6peHg "WECA", uTto



obosHavyano cnosocoyeTaHne “"Wireless Fidelity", koTopbli nepeBoguTCs  Kak
"GecnpoBogHast TOMHOCTL".

[o Hawero BpemeHu fowna gpyrass abbpesBmatypa, KoTopas SABNSAETCS Takon e
TexHonornen. 31o abbpesnatypa "Wi-Fi". Takoe HasBaHMe ObINIO AAaHO C HAMEKOM Ha
cTaHOapT Bbiclwen 3ByKoBoM TexHuku Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BblCcOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN NMHTEPHET-4OCTYN B Kade, oTensax n asponoprax sABAsSeTCs OTAUYHOW
BO3MOXHOCTbIO BbIXxoAa B WHTepHeT. Ho MHorMe 3KcnepTbl CYMTAKOT, YTO
obwepoctynHble Wi-Fi ceTn He sBnstoTca 6e3onacHbIMU.

CoBeTbl No 6esonacHocTn paboTbl B 06wwenocTynHbix ceTax Wi-fi:

1. He nepepaBan cBOw NUYHy0 MHGopmauuio yepes obuwenoctynHole Wi-Fi cetn.
PaboTtas B HUX, )xenaTtefnbHO He BBOAUTbL Naposiv AoCTyna, SIOrMHbl U Kakue-To HOMepa,;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obe3onacuub cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. lMNpu wucnonb3oBaHun Wi-Fi oTknoun cyHkuuio "O6wmnn goctyn Kk dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSIYaHUKD, OAHAKO HeKoTopble
nosfib3oBaTesiv akTMBUPYIOT ee Angd yaobcTea Ucnosib3oBaHus B pabote nnm yyeobe;

4. He vcnonb3yn nybnuuHbin WI-FI ona nepegaym nNUYHbIX OaHHbIX, Hanpumep Ans
BbIXOA4a B coumarnbHble CETU UMK B 3NEKTPOHHYIO MOMTY;

5. Mcnonb3yi ToNbKo 3alumilieHHoe coeauHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B mobunbHom TenedoHe oTkntoum pyHkumto "MoakntoveHne k Wi-Fi aBTomatunyeckn".
He ponyckan aBTomMaTuyeckoro nogkmntodeHunsa yctpouctea k cetam Wi-Fi 6e3 TBoero
cornacwms.

CoumnanbHble ceTu

CoumanbHble CETU aKTMBHO BXOAAT B HALLY XM3Hb, MHOTME NtoguM paboTatoT 1 XXNBYT Tam
NoCTOsIHHO, a B Facebook yxe 3apeructpupoBaH Munnuapg 4YenoBeK, YTO siBAsieTcs
OJJHOW ceObMON BCexX Xuternewn nnaHetbl. MHoOrme nonb3oBaTenM HE MOHMMAIOT, YTO
MHopMaUus, pasMeLlleHHas UMM B couManbHbIX CeTSAX, MOXeT ObiTb HanaeHa wu
NCnonb30BaHa KEM YyrogHo, B TOM 4Yncne He 06a3aTenbHO ¢ Gnarnmm HamepeHusIMu.

OcHoBHble coBeTbI N0 6E30NacHOCTN B coOLMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Apy3bsX He OOIMKHO ObiTb CriyvanHbIX W
HE3HaKOMbIX NOEN;

2. 3awumwan cBOK YacTHY XM3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, garty
TBOEr0 POXAEHUA W OPYry JNUYHYK UHAOPMauMo.  3fOYMbIWMAEHHUKA  MOTyT
MCcnonb3oBaTbh Aaxe WHOPMaUMK O TOM, Kak Tbl U TBOM poOAUTENU NNaHupyeTte
NPOBECTU KaHUKYNbI;



3. 3awmiian cBoK penyTauuio - 4EPXKN ee B YMCTOTE 1 3agaBan cebe Bonpoc: xoTen Obl
Thbl, 4TOObI ApYyrMe nonb3oBaTeny BUAENN, YTO Thbl 3arpyxaelwb? MNogyman, npexage Yem
4YTO-TO ONybnMKoBaTb, HANUCaTb W 3arpy3nThb;

4. Ecnu Tbl roBOpyvLWb C fOAbMU, KOTOPLIX HE 3Haelllb, He UCMOMb3yli CBOE pearnbHoe
MUMSI U OPYTY0 NMUYHY MHADOPMALIMK: UMS, MECTO XXMUTENbCTBA, MECTO Y4ebbl 1 NpoYeE;

5. N3beran pasmelueHnsa cpotorpadui B IHTEpHETE, rae Tbl N300paXkeH Ha MEeCTHOCTH,
Mo KOTOPOW MOXHO onpeaenuTb TBOE MeCTOMONOXEHUE;

6. Mpwn pernctpaunm B coumnarnbHON ceTU HEOBXO4MMO MCMNONb30BaTh CIIOXHbIE NApPOnn,
cocrosime 1n3 BykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [na coumanbHOW CeTU, NoYThbl U Apyrmnx canTtoB He06X0AMMO UCMONb30BaTh pa3Hble
naposu. Torga ecnu T1eba B3nomatroT, TO 3NTI0YMbIWWTEHHUKKX nony4vaT OOCTYM TOJIbKO K
OQHOMY MEeCTY, a He BO BCe Cpaasy.

SﬂeKTpOHHbIe OEHbIn

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yAOOHbIN cnocob nnartexen, ogHaKo CyLeCTBYHOT
MOLLUEHHWKM, KOTOPbIE XOTAT NOSTYYUTb 3TN OEHbIW.

OneKTPOHHbIE AEHbIMN MOSIBUNUCb COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOIMX
rocyaapcTBax A0 CMX NMOp He NPONUCcaHo NpPo HUX B 3aKOHaXx.

B Poccum e oHM (OyHKUMOHUPYIOT M O HUX YXKe NPONMCcaHo B 3aKOHe, rae ux pasgenstor
Ha HECKOSNbKO BNOOB - aHOHWMHbIE U HE aHOHMMHBbIE. PasHuua B TOM, YTO aHOHUMHbIE -
9TO Te, B KOTOpbIX paspellaeTcs nNpoBOAUTb onepauun 6e3 unaeHTUdUKauum
nonb3oBaTesis, a B HEaHOHWMHbIX WAeHTUdMKaUMSA NoSb3oBaTenisas  sBMAseTcs
obs3aTenbHON.

Takke cnegyeTt pasnuyatb 9MeKTPOHHblE dnaTHble AeHbMM (paBHbl FOCYAapCTBEHHbLIM
BanTaM) 1 3NeKTPOHHbIE HedMaTHblE AeHbIN (HE paBHbI FOCYAapCTBEHHbLIM BarnoTam).

OcHoBHble coBeThbl No0 6e3onacHon paboTe ¢ 3NEKTPOHHLIMU AEHbIaAMM:
1. TNpuBsXxM K c4ETY MOOWNBHBLIM TenedoH. ATO cambln yaobHbIN 1 BbICTpbIN cNocob
BOCCTaAHOBUTb AOCTYN K cyeTy. MNpuBA3aHHbIN TenedoH NOMOXET, ecnun 3abyaellb CBOK

nraTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Ncnonb3yn ogHopasosble naponu. Mocne nepexoda Ha YCUIEHHYH aBTOpM3aLmio
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb KpaXu Unv nepexsarta nnaTexHoro napons;

3. Bbibepn cnoxHbii naponb. lNpectynHukam 6GyaeT He npoCTOo yragaTb CrOXHbIN
naponb. HagexHble naponu - 3To Naponu, KoTopble coaepxat He MeHee 8 3HaKoB U
BKIOYaOT B ce6SA CTPOUYHbIE M NPONUCHBbIE BYKBbI, LMPbI U HECKONIBKO CUMBOJIOB, Takmne
Kak 3Hak gonnapa, dpyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NIMYHblE AaHHble Ha canTax, KOTOPbIM HE OOBEpPAELLb.

OneKTpoHHas noyTa



ONEeKTPOHHAas noyTa - 3TO TEXHOSOMSA U NpeaoCTaBsSeMble el YCIyrn No nepecoInke u
NOMNYyYEHN0 SNEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIFMSAUT  creaylowmm obpasom:
UMSA_Nonb3oBaTena@umsa_aomMeHa. Takke Kpome rnepegayun NpocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpaunsibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHOM NOYTOMN:
1. Hapo BbIGpaTtb NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIGOP
BGecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Nydlle AOBEPSTb TEM, KOro 3Haelb U KTO

nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NIMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blKanbHbI_paHat@" unu "pok2013" BmecTo "Tema13";

3. Vicnonb3yn OByx3aTanHy aBToOpM3auuio. OTO Koraa NOMMMO Napons HYy>XHO BBOAUTb
Kog, npucbinaembin no SMS;

4. Bblbepn crnoxHbin naponb. [Ons Kaxgoro NOYTOBOro silMKa AO0SMKEH ObiTb CBOM
HaOEeXHbI, YCTONYMBBIN K B3ITOMY Mapofib;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CaMOMYy CBOW JIMYHBIN BOMPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yn HeCKOnbKO MNOYTOBLIX SAWMKOB. [lepBbiM And 4YacTHOM Nepenncku c
agpecartamu, KOTOpbIM Tbl AOBEPSELLb. DTO 3MEKTPOHHBIM aapec He Hag40 UCNONb30BaTb
npw permctTpauumn Ha oopymMax n camrax;

7. He oTkpbiBan hannbl 1 gpyrve BNOXEHUS B MUCbMax, Aaxe eCcriv OHWU NpuLnuM oT
TBOMX Apy3en. Jlyyle yTOYHM y HUX, OTAPaBNANN N OHN Tebe 3Tn dannbl;

8. Nocne okoH4YaHus paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbiTUEM BKITAAKM C CauTOM
He 3abyab HaxaTb Ha "Bbintun".

KnbepObynnuHr unm BupTyanbHoe U3geBaTenbCTBO

Knbepbynnuur - npecrnegoBaHue COOOLLUEHNAMKM, COAEpPXaLMMN  OCKOpOneHus,
arpeccuio, 3anyrmBaHue; XynuraHcTBO; coumarnbHoe OO0MKOTMpOBaHME C MOMOLLbBIO
Pasnu4HbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnnHrom:

1. He 6pocancs B 6on. Jlyywmii cnocob: nocoBetoBaTbCA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXXHO 06paTuUTbCS, TO BHa4arne ycrnokonTbcs. Ecnuv Tbl Ha4YHeLWb oTBeYaThb
ockopbneHnsiMM Ha OcKOpBIeHUs, To TONbKO eLle BonbLle pasoxoKellb KOHMINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHUMHOCTb B ceTu MHuMasi. CylecTBylOT cnocobbl BbISICHUTb, KTO CTOWUT 3a
AHOHUMHbIM aKKayHTOM;



4. He ctonTt BECTU XynuraHcKkni obpas BUPTYanbHOM XU3HN. NHTEepHET ouKkcupyeT Bce
TBOM AENCTBUS U COXpaHSET nx. Yaanutb nx 0ygeT kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHYH YeCTb CMOSIOAY;

6. rHopupyn eanHnyHbIn Heratme. OgHOpa3oBble OCKOPOUTENbHbIE COOBLLEHUS NyYLle
nrHopmpoBaTb. OBbIYHO arpeccus NpekpallaeTca Ha HayanbHOM CTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOBLLEHMSIMI, B COLIMAnbHbIX
CeTAX €CTb BO3MOXHOCTb B6IOKMPOBKN OTMNPaBKM COOBLLEHMI C OnpeaeneHHbIX aApeCcoB;

8. Ecnn Tbl cBugeTenb kubGepbynnuHra. TBOM [OEWCTBUS: BbICTYNUTb MNPOTUB
npecregoBaTensi, MokasaTb €My, 4YTO €ero [AeWCTBMS OLEHMBAKTCA HeratuBHO,
noaaepkatb KepTBY, KOTOPOW HyXHa MCUXOornyeckasi NomMoLlb, COOBLWNTL B3POCHbIM
0 hbakTe arpeccMBHOro NOBeAEeHNsI B CETU.

Mo6unbHbIM TeNegoH

CoBpemMeHHble CcMapTgOHbI M nNnaHWweTbl cogepxaT B cebe BMomnHe B3POCHbIN
dYHKUMOHAr, U Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3awwmnTbl AN NoA0OHbIX YCTPONCTB NOKa 04eHb Maro. TecTupoBaHue u
NMOUCK YSI3BUMOCTEN B HUX NMPOUCXOOUT He TakK MHTEHCUBHO, Kak an4d K, 1o xe camoe
KacaeTcst U MOBUMbHbBIX NPUNOXEHUA.

CoBpemeHHble MObUIbHbIE Bpay3epbl y>Ke NpakTUYeCKn LOrHanM HacToSbHbIE aHanoru,
O[HAaKO pacLumpeHne pyHKuMoHana BrneyeT 3a coborn 60mbLIy CMOXHOCTb U MEHbLLYIO
3aLlUNLLEHHOCTb.

[laneko He BCce MPOWM3BOAMTENN BbIMyCKalOT OGHOBMEHWS, 3aKpblBaOLLNE KPUTUYECKUE
YSI3BMMOCTW ANsi CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTN MOBUBHOro TenedgoHa:

Huuero He siBNsieTcs no-HacTosiwemMy GecnnaTtHbiM. Byab ocTopoxeH, Bedb koraa tebe
npegnaratoT 6ecnnaTtHbli KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakue-TO NnaTHbIe YCyru;

Hdyman, npexae yem otnpaButb SMS, ¢oTo mnn BMAaeo. Thbl TOYHO 3HAELLb, FOE OHMU
OyayT B KOHEYHOM UTOore?

Heobxoanmo oBHOBNATL OnepaunoHHY0 CUCTEMY TBOEro CMapTdOHa;
Ncnonb3yi aHTMBUPYCHbIE NporpamMmMbl Anst MOBUNbHbIX TeNeOHOB;

He 3arpy>|<a|7| NPUNoOXeHna OoT HEN3BECTHONo0 UCTOYHUKA, BeOdb OHU MOIYT COAEpXaTb
BpeaoHOCHOe rnporpammMmHoe obecneyeHue;

Mocne Toro kKak Tbl BbIMAEWb C cCaWTa, rae BBOAMM NUYHYKO MHOpMauuo, 3angm B
HacTpownku Bpaysepa n yganu cookies;

rlepI/IOLI,I/I‘-IeCKVI I'IpOBepFII7I, Kakune nnaTtHble YCInyrn aktTuBupoBaHbl Ha TBOEM HOMEPE,



[aBai cBO HOMepP MOBUIBLHOrO TenedoHa TONbKO MOASAM, KOTOPbIX Thl 3HAELb U KOMY
[oBepseLb;

Bluetooth gormkeH 6bITb BbIKIHOYEH, KOrda Tbl UM He nonbayellbes. He 3abbiBan nHoraa
NpOBEPATL 3TO.

Online wvrpbl

CoBpeMeHHble OHMarH-Urpbl - 3TO KpacCoOYHble, 3axBaTbiBalollMe pasBreyeHus,
ob6beauMHALWME COTHM ThICAY YeroBeK No BceMy mMupy. Mrpokun nccnegytot AaHHbIR UM
MUp, obLalTca ApYyr C OPYroM, BbINOMHAKT 3aaHus, CpaxarwTCd C MOHCTpaMu U
nony4atoT onbIT. 3a yA0OBOMNbCTBME OHM NNATAT: NOKYNaT ANCK, OnnavymMBaroT aboHEMEHT
nnu npuobpeTaroT Kakne-To Onumu.

Bce aTu cpeactBa mayT Ha noadepKaHuWe U pasBUTUE UMPbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCA CUCTEMbBI aBTOPMU3aLUK, BbiNYCKaOTCS HOBbIE MaTyu
(umdpoBble 3annaTtku A48 NporpamMMm), 3aKpbiBatOTCA YS3BUMOCTM CEPBEPOB.

B nogobHbIx urpax CTouT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CUMcTemMma aBTopu3aunn OonblWKNHCTBA urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOEro MrpoBOIro akkayHTta:

1. Ecnn gpyron urpok BegeT cebs nnoxo unm co3gaet Tebe HENpPUSATHOCTH, 3abrnoKnpyn
€ro B CN1cKe UrpoKoB;

2. I'I0>Kanyl7109| aaMUHUCTpaTopaM Urpbl Ha Mfoxoe noBegeHne 3TOro Urpoka,
XenaTtesibHO NPpUnoXXnTb Kakne-T1o goka3aTeribCTBa B BUAe CKPUHOB;

3. He ykasbiBayn Nn4Hyt0 MHGOpMaLmo B npodanne urpsbl;
4. YBaxan gpyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBam HeouumnanbHble naTtin n Moapl;

6. Micnonb3yi crnoxHble 1 pasHble Nnaponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTMBMpPYC. [MoKka Tbl Urpaelb, TBOW
KOMNbIOTEP MOTYT 3apasuThb.

PULWINHT nnn KpaXa JINYHbIX OaHHbIX

O6blyHOM Kpaken AOeHer M OOKYMEHTOB CErodHs YXe HMKOro He yAMBMLb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMN 3MOYMbILLNIEHHUKM NEPEMECTUNIUCE B UHTEPHET, U
nNpoaosmKakT 3aHMMaTbes "nobumbiM" genowm.

Tak nosiBunacb HoBasi yrposa: MHTEPHET-MOLUEHHUYECTBa UM OULLKHS, rMaBHas uenb
KOTOPOro COCTOMT B NOSyYeHMM KOHUAEHUManbHbIX AaHHbIX NOfib30BaTenen - NormMHoB
n naponen. Ha aHrnuinckom s3bike phishing uitaetca kak puwmnHr (ot fishing - peibHas
nosens, password - naporb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:



1. Cnegn 3a cBouMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa 6Obina
B3noMaHa, To Heobxo4Mmo 3abroKMpoBaTh €€ 1 COOBbLLNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. MCI'IOJ'Ib3yI7I ©e3onacHble Be6-canThbl, B TOM Yucne, MHTEPHET-MarasmHoOB U NMONCKOBbIX
CUCTEM,

3. Ncnonb3yn CroXxHble 1 pasHble naponu. Takum obpasom, ecnv 1ebs B3fnomaroT, TO
3M10yMbILLAIEHHUKN NosydaT AOCTYN TOSbKO K OAHOMY TBOEMY NpOdUIo B CETU, a He KO
BCEM,;

4. Ecnu Tebs B3anomanu, To Heobxoanmo npegynpeanTb BCEX CBONX 3HAKOMbIX, KOTOPbIE
AobaBneHbl Yy Tebs B Opy3b4ax, 0 TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEIO UMEHM
6y,£|,eT paccblyiaTbCA CriaM 1 CCbIJTKA Ha (*)I/ILIJVIHFOBbIe CcanTbl,

5. YctaHoBu HagexHbin napons (PIN) Ha MOBUnbHbLIN TenedoH;
6. OTKNOYKM coxpaHeHue napons B bpaysepe;

7. He oTkpbiBan dhannbl U gpyrue BIIOXKEHUS B NMUCbMaXx, JaXe eCcrv OHU npuininm ot
TBOUX Apy3eWn. Jlydlie yTOYHN Y HUX, OTNPaBNsAnu N oHn Tebe aTu dannsl.

Lindposas penytaums

Lindposas penyTtaums - aT0 HeraTMBHasi UM NO3MTUBHasA MH(opmMaums B ceTn o Tebe.
KomnpomeTupytowasa nHpopmaumns, pasMmelieHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpasom oTpasuTbCs Ha TBOEW pearnbHOM XU3HU. "LindpoBas penytaums" - 310 TBOM
UMUK, KOTOPLIN dopMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MeCTO XWUTenbcTBa, y4yebbl, TBOE (PMHAHCOBOE MONOXeHUEe, OCOBEHHOCTU
XapakTepa 1 pacckasbl 0 6IM3KIX - BCe 9TO HakannMBaeTCs B CETU.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6rvkauumn nMYHOW MHdopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUN. Thl Aaxe He CMOXellb JoragaTbecs
0 TOM, YTO poTorpadus, pasmeLleHHas 5 neT Hasag, cTana npUYMHON OTKasa NPUHATb
Teba Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBOMX doTorpadoui v gpyrme LencTBua MOryT He
MCYE3HYTb JaXe Mnocrie Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeLlb, KTO COXpaHWs 3Ty
MHOpMaUuio, Nonasna v OHa B MOUCKOBbLIE CUCTEMbI M COXPaHUach fn OHa, a raBHoe:
4yTO noagymalT o Tebe Ookpyxawlme nau, KoTopble HangyT v yBUAAT 3T0. Hantum
NHOPMAaLMIO MHOIO JIET CMYCTS CMOXET NOOoN - Kak n3 Aobpbix NOBYXOEHUN, TaK U C
HamMepeHneM NPUYMHUTL Bped. ITO MOXET OblTb KTO YrOAHO.

OCHOBHbIe COBETbI MO 3aLUMTe LMGPOBON penyTaLum:

1. Nogyman, npexae 4Yem 4T0-TO Ny6GrMkoBaTb M NepefaBaTb y cebs B 6riore unn B
counanbHoOu CeTu;

2. B HacTpownkax npocumnga yCTaHOBWU OrpaHMyeHnst Ha NpoCMOTp TBOEro Npodunis n ero
CoAepXXMMoro, caernam ero Tonbko "ans gpysen”;



3. He pasmewan n He ykasbiBan MHOPMaLNIO, KOTOpasa MOXET KOro-nnmbo ockopbnatb
nnmn obmxaTb.

ABTOpCKOE npaBo

CoBpeMEHHbIE LUKOMBHUKN - aKTUBHbIE MONb3oBaTeny UMEPOBOro MNpPOCTPaHCTBA.
OpHako ganeko He BCe 3HaKT, YTO NOSIb30BaHNE MHOTMMU BO3MOXHOCTAMU LIMGPOBOro
Mupa TpebyeT cobnogeHns NpaB Ha MHTENNeKTyanbHyto COBCTBEHHOCTb.

TepMuH "mHTennekTyanbHad COOGCTBEHHOCTL" OTHOCUTCA K Pa3fMYHbIM TBOPEHUSIM
4YenoBEYeCKOro yma, HadvMHash C HOBbIX W306peTeHui UM 3HakoB, OBO3HAaYaroLLMX
COOCTBEHHOCTb Ha NPOAYKTbI M YCIyrM, U 3akaH4MBas KHuramu, doTtorpadumsamu,
KMHOOUITbMaMn N My3blKanbHbIMU NPOU3BEAEHNSMN.

ABTOpCKME npaBa - 3TO NpaBa Ha MHTENNEKTYyarnbHy COOCTBEHHOCTb HA NPOM3BEeAEHNS
HayKn, nutepaTypbl U UCKyccTBa. ABTOPCKME MNpaBa BbICTYNalT B Ka4ecTBEe rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUIN TPy aBTopa He ByaeT HanpacHbIM, 4acT emy
cnpaBeanuBble BO3MOXHOCTW 3apaboTaTb Ha pesynbTaTtax CBOEro Tpyda, NonyynTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHnss aBTopa HE MOXET BOCMPOU3BOOUTb
ero npousBedeHue, pacnpocTpaHaTb, MNy6rMYHO [OEMOHCTpMpoOBaTb, MNpoAaBaTh,
MMMOPTMPOBATb, NyckaTb B MNpokaTt, NyGrAMYHO MCMNONHATb, MNOKa3blBaTb/MCMOMHATL B
adupe unu pasmewaTtb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMMHoOro obecnevyeHnst MoXeT NPUBECTU K MHOTUM
puckam: OT NOTepU AaHHbIX K TBOUM akkayHTam 4o 6nOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIeHa HeneranbHas nporpaMmma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble K GecnnaTtHble NPOorpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O noptane

CeTeBUYOK.ph - TBOM rNaBHbIM COBETYMK B CeTU. 34eCb Thbl MOXelWb Y3HaTb O
6e30nacHOCTM B CETUM MOHATHbIM W LOCTYMHbIM $3bIKOM, @ MNpPU BO3HUKHOBEHUU
KPUTUYECKON cuTyaLmm obpaTuUTbCs 3a COBETOM. A Takke MPUHATb y4acTue B KOHKypcax
N cTaTb caMbIiM LMPPOBLIM rpaxxgaHMHOM!



